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Abstract—The extremely high business volume of the financial
industry brings unaffordable operating pressure to the back-end
data system of financial companies. Recently, data-driven deep
learning algorithms have achieved breakthroughs in analyzing
and predicting system anomalies. However, in the case of high-
dimensional data, deep learning faces the problems of long
training time, lack of explainability and transferability. In this
paper, we propose a model based on fuzzy integral for observing
and modeling the state of the system. Firstly, the fuzzy integral
algorithm has lower complexity, which is more suitable for
the time-sensitive financial industry. Then, based on the fuzzy
integral, the vector composed of the fuzzy measures of all the
features is used to represent the state of the system. It is
proved that the system constructed by this modeling method has
the Markov property. Moreover, compared with deep learning,
fuzzy integral-based methods are not only more computationally
efficient but also explainable and transferable. Experimentally,
we use the actual data of securities companies and have better
results in the systematic anomaly analysis.

Index Terms—Choquet fuzzy integral, anomaly detection,
Markov-chains-based state space.

I. INTRODUCTION

As a vertical industry where information technology (IT)
is primarily used, IT has critical application scenarios in im-
proving service quality, reducing operating costs, and ensuring
business security. Cloud computing provides a platform for the
application of big data and machine learning in the financial
industry [1]. The application of cloud computing in IT systems
improves the efficiency of system operation and management,
but it also brings some risks. Reference [2] proposes three
possible risks of cloud computing architectures: stability risk,
availability risk and preservation risk. Simultaneously, large IT
platforms have experienced downtime. Because cloud com-
puting services have a sizable market, outages could result
in significant economic losses. Particularly in a time-sensitive
industry such as finance, an anomaly interruption of the IT
system may lead to unquantifiable economic losses.

The IT platform is a highly dynamic and extremely complex
network system. From the external factors of the IT platform,
user business distribution is complex, and user activities are

978-1-6654-5975-4/22/$31.00 ©2022 |IEEE

unpredictable. From the perspective of internal factors, IT
systems have nonlinear characteristics. The network topology,
software and hardware of the system will be upgraded, which
makes the system time-varying. The dynamic deployment
of resources such as microservice modules, middleware, and
network switching equipment makes the system dynamic and
complex. These factors bring challenges to the operation and
maintenance of IT systems.

Much of the studies on system anomaly detection are based
on deep learning methods. Reference [3] proposes an unsuper-
vised and sequential autoencoder ensembles based anomaly
detection framework, which trains KPI sequences through
RSC-RNN, which maximizes the preservation of sequence
information. Reference [4] proposes an LSTM-based VAE un-
supervised anomaly detection algorithm with anomaly scoring
by local outlier factor. Reference [5] extracts the features of the
KPI sequence based on CNN, and judges the abnormality by
analyzing the difference between the predicted value and the
actual value. Besides deep learning method, references [6]—[8]
use the data of the microservice system to reflect the system
architecture, and combine the method of big data statistics
to obtain the system graph structure to analyze the system
anomaly situation through the obtained graph structure. Ref-
erence [9] compares several distance-based anomaly detection
algorithms. The problem with distance-based algorithms is
that the anomaly threshold is fixed. However, the operating
state of the system is not fixed, and the threshold needs
to change with the system state. Reference [10] proposes
KELOS to estimate data density, which improves the problem
of immutable thresholds in local anomaly detection based
on distance. The main feature of the black-box approach is
that the model needs to learn historical anomaly data. The
limitations of this approach are as follows:

« Insufficient explainability. Explainability is defined as
whether a parameter in a model can be explained in phys-
ical sense. The black-box method is based on phenomena
and does not analyze the interaction relationship between
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features.

o Insufficient transferability. Transferability is a capability
that is reusable. Since the basic features are stable, once
constructed, there is no need to retrain. Nevertheless,
when the microservice architecture varies, data collection
and training need to be re-implemented.

« Insufficient systematicness. Our model can analyze the
state of the system macroscopically across function nodes
and networks. The analysis granularity of black-box
model is single, which means that the model can only
analyze the problem from one perspective.

The lack of explainability reduces the trust and verifiability
of decisions in deep learning-based systems [11], [12]. To
address this problem, [13], [14] propose explainability of
deep learning models. For the transferability problem of deep
learning, reference [15] surveyed some studies on transfer
learning. Transfer learning can solve the problem of insuf-
ficient transferability to a certain extent. This paper is based
on back-end data from securities company A. The sensitivity
of data in the financial industry and the time-varying nature
of high-dimensional data systems require models to have
explainability, transferability and systematicness at the same
time. In order to solve the above problems, our contributions
include:

o We build a Markov state transition model based on fuzzy
measure vectors for each host. Models based on fuzzy
measures are explainable, transferable and systematic.

o The anomaly detection based on the above model is
achieved. At the same time, the running time of the
algorithm is tens of milliseconds in case of 10-20 input
features, which is much lower than the 10 seconds
required by the industry.

Section II will introduce the fuzzy integral theory and
anomaly localization and analysis algorithm based on the
fuzzy measure. Section III will verify the fuzzy measures to
describe the rationality of the system and the experimental
results of the anomaly detection and localization algorithm.
Section IV is the conclusion of this paper.

II. SYSTEM MODEL

A. Choquet Fuzzy Integral

Sugeno developed the concept of fuzzy measure to solve
the multi-attribute decision-making problem, where there is
correlation between attributes but no additivity. The Fuzzy
measure can effectively characterize the relationship between
many attributes and evaluate the overall significance of one
or more attributes [16]. As a result, the importance model
built on fuzzy measure attributes has the potential to capture
the significance of each feature. There are two main types of
fuzzy integral theories based on fuzzy measures, namely the
Sugeno fuzzy integral proposed by Sugeno and the Choquet
fuzzy integral. Among them, Choquet fuzzy integral is widely
used. In some studies, it is combined with Al to enhance the
accuracy and explainability of Al models [17], [18].

Since the KPI of an IT system is a concept affected by
multi-dimensional factors, the contribution of each factor to
the KPI of the observed object can be reflected through
fuzzy measures. We can observe m features of a host. The
set X = {x1,9,...,x,,} represents the feature set. At the
same time, we can get the KPI value y; in the corresponding
observation period of the host. With n observations, for the
above observation process, we can abstract a function f. The
i-th observation for the j-th feature is f;;, where 1 < ¢ < n
and 1 < 5 < m. Then, we can get Table 1.

TABLE I
FEATURE OBSERVATIONS AND SYSTEM KPIs

1 2 Tm Yi
fir fi2 fim 01
fa1 fa2 fom 2
fnl fn2 fn'm Yn

In the ¢-th observation, the contribution of the combination
of different features can be modeled as parameter combination
fuzzy measure (PCFM), and the combination of different
features is an element e in the power set of X. The above
calculation process can be abstracted as a mapping g, satis-
fying p(e) — R and p(o) = 0.

Equation (1) is the computational expression of the choquet
fuzzy integral,

Y= / fdp = / (Fr)dT., (1
(@) -

where Fr = {z | f(z) < T,T € R}. Reference [19]
discusses the use of the non-additivity method to solve fuzzy
integral. This method has high complexity and is not suitable
for the real-time financial field. Therefore, in order to reduce
the complexity of solving equation (1), the f;; are rearranged
according to their value to satisfy (2),

f(xe)) < flza)) < flee) <o < flem), @)

where f(z(0)) = 0 and (1), 2(2), Z(3), .., T(m) 1S rearranging
result of z1, 9,23, ..., 2, according (2). Based on the rear-
rangement of (2), equation (1) can be transformed into the
sum form of equation (3),

m

fadp=>"(f (@) = f (2e-1)) L (©1), (3

(&) i=1

where ©; = {(;), T(i41)s > T(m) }-

Reference [19] proposes an algorithm for computing
PCFM, and we improve on it. In order to get the
contribution of each feature to the system KPI, algo-
rithm 1 shows a PCFM-based method to compute pa-
rameter additive fuzzy measure (PAFM). In algorithm 1,
¢ = {filew) = fi(z@) - fi (20m) = fi (Bm—1)) }»
bit(k, i) represents the value of the i-th bit in the binary number
corresponding to the decimal number k.
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Algorithm 1: Calculate the PAFM algorithm

Input: Pre-processed ¢, host KPI sequence y

, hyper-parameter ¢

Output: PAFM vector pipapm

Initialization:

pparm = [0, ..., 0],

L is a vector where L; represents the original index of

each parameter.

for i =1,...,n do
£i sort = {fi(®(0))s fi(z(1)), s fi(T(m)) }
L; sor represents the index after sorting,
pecem = PCEM((s, 4y €, Li sort)-

fori=1,....,m do

L pearm|i] =
return ftpapm

m_q

w1 Mpcem[k] x bit(k, )

def PCFM(C“ Yi, € Li,sort)
-1

pe =G (¢rG)  w

for j =1,...,m do
compare L and L; .o and find ¢ ;
corresponding parameter combination,
update it with p = epp + (1 — p)pe.

return

B. Anomaly Detection and Localization Algorithm

Algorithms based on state transition have achieved good re-
sults in the field of industrial control systems [20]. However in
previous studies, the definitions of system states and transition
relationships were specified manually, so the construction of
the state transition graph model requires much manual work.
As the system architecture evolves, prior knowledge about
the system becomes outdated. For complex IT systems, the
number of possible states of the system is enormous, so these
states need to be defined automatically.

In this paper, the discretized mapping of the PAFM vector
calculated in a specific time period is used as the method
of dividing the state. The reason for discretization is that
the elements in the PAFM vector calculated by algorithm 1
are continuous values, so discretization processing is required
to perform state division. After the PAFM is normalized
according t0 Tporm = (T — Tmin)/(Tmaz — Tmin), the values
of 0—1 are evenly mapped to the set {0, 1,2, ..., L}. The larger
the value, the greater the contribution to the KPI. From the
above fuzzy integral theory, PAFM is the contribution of each
feature to KPI. Therefore, the discretized PAFM vector directly
reflects the contribution level of the features of the system to
the KPI in the current state. The effectiveness of this method
will be illustrated in the first part of Section III. When a piece
of data appears and directly affects the discretized PAFM, it
means that the state of the system has shifted.

For anomaly detection, we add average KPIs to states
determined by discretely PAFM vectors. The reason for this
is that when the PAFM vectors are similar, it indicates that

the contributions of each feature to the KPI are in a similar
state. The average KPI at this time is also similar. As a
new record is entered, we can update the average KPI with
Avgn+1 = (n x Avg, + Kpnt1)/(n + 1), where Avg, rep-
resents the average KPI value at the previous moment, K, 1
represents the KPI value of the input data and n represents
the number of times this state occurs.

The basis for our judgment of anomaly is that when the
KPI in the latest record exceeds the average KPI A times
of the corresponding state, it is judged that the new input
data is anomalous. Furthermore, comparing the PAFM vector
calculated in this time period with the PAFM vector of the
previous time period, the feature with the largest increase in
the fuzzy measure of the two vectors contributes the most
to the anomaly, so it is used as the result of root cause
localization.

Algorithm 2: Anomaly detection algorithm

Input:System observations D[N] in N time periods,
State space vector s,
QOutput: anomaly boolean sequence a
Initialization:
State calling times vector s,, = [0, .., 0],
State KPI vector sx = [0, ..., 0],
anomaly boolean vector a = [0, ...
for i =1,...,len(D) do
According to algorithm 1, compute ftpapm
corresponding to DJi],
map ppapm to discrete fugparm,
j = s.index(ud,pApM)
update sk[j],
update s,[j],
Get the KPI value k of the latest record,
if k£ > A x sg[j] then
alil] =1
Comparing the ppapy based on DJ[i — 1], the
feature corresponding to the element with the
largest contribution increment is the root
cause of this anomaly

70]’

return a

III. DATA PROCESSING AND THEORY VERIFICATION

A. Microservice Architecture of Experimental IT System

The data used in this paper comes from the data center of
securities company A. The experimental IT system consists of
four function nodes, and each function node contains several
hosts. An example of its business flow is shown in figure 1.
From figure 1, we can see that the business flow generated by
the system will pass through function node A, so the analysis
result of function node A can reflect the condition of the entire
system. The data we obtained includes software calling and
hardware monitoring of function nodes B, C, and D, so these
three modules can be analyzed from two perspectives.
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Fig. 1. IT system architecture

B. Feature Engineering

The original data outputs by the IT system contain fields
including timestamp, function name and corresponding delay.
Combined with the algorithm described above, we define the
function name as the feature of the system and the delay as
the system KPI. For subsequent analysis needs, we need to
construct P from the original data, and record the average
KPI of each feature of the host within an observing interval.
First, we divide the entire observation period into several
observation intervals, the length of which is the parameter
d. Then, in original data, we perform the following statistics
process in the i-th observation interval. P,[i,j] represents
the number of times the j—th feature is called, and P[i, j]
represents the sum of the delays of the j-th feature. We define
P[i,j] = Pi,j]/Pyli,j]. Bach row in P is called as a
record. We also define y; = >0 P[i, 5]/ 3°5%, Pali,j] as
the average KPI of the system in ¢-th observation. Table 2
shows the structure of the P. The horizontal axis represents
the index of the observation interval, and the vertical axis
represents the index of the feature. KPI;; represents the
average KPI of the j-th feature in the i-th observation interval.
The last column y of the table represents the system KPI.

TABLE 11
STRUCTURE OF P

t1 t2 Iy y
funcy KPI;1 KPI;o KPI; n Y1
funca KPI>q KPIso KPI5 n Y2
funcyr  KPIyp o KPIpgo KPIy N  ¥n

In order to observe the changes of the system over time,
we perform sliding window processing on the P data to
obtain a windowed data set. The sliding window length is
wy, and the sliding step size is s;. That is, every time window
slides, s; new records enter the end of the window, and s; old
records move out from the head of the window at the same
time. Finally, through algorithm 1, each group of window data
obtains a pupapy vector, which becomes a state of the system
after discretization processing. After obtaining the process of
system state transition, we can analyze the system anomaly
through algorithm 2.

To verify whether the fuzzy integral-based method can
effectively characterize the system state, we design a set of
comparative experiments. We use the fuzzy integral method
and the RNN model to train and predict the KPI of the
system respectively, and compare and predict the relative error
calculated by

Ypli]

l:
{ oorswlil =0

where y,, denotes the prediction value and y; denotes the label
value. We selected data within a period of time for training and
prediction and obtained the relative error cumulative distribu-
tion function (CDF) as shown in figure 2. From the results,
the prediction error obtained by the fuzzy integration method
is lower and more stable. By comparison, the algorithm based
on fuzzy integral is better than the algorithm based on RNN
in predicting KPI results. Therefore, the PAFM vector can
accurately model the state of the system.

2t i) # 0

; 4)

D. Verification of explainability and transferability

In order to verify the effect of dividing the system state
based on PAFM, we verify it based on part of the actual
data, and take L. = 4. That is, the continuous values of
PAFM are evenly mapped to the set {0, 1, 2, 3, 4}. The state
transition diagram we obtained is shown in figure 4, where
the information of each node contains a discrete PAFM vector
containing 7 features and the average KPI in this state. The
directed edge represents the state transition, and the transition
frequency under the experimental data is marked. We can see
that a state can be transferred to another state in the next
window or remain in this state, and some states appear more
frequently, which can represent the normal operating state of
the system.

1) explainability: Based on algorithm 2, we obtain the
above state transition model. Furthermore, we get the output
anomaly boolean sequence of algorithm 2, as shown in figure
5. In order to verify the explainability of our model, we
arbitrarily select an anomaly point from the results. Figure
5 shows ppapv before and after the anomaly. Among them,
the horizontal axis Ftr: represents the index of the feature, and
the vertical axis represents the value of PAFM. As can be seen
from figure 5, Ftr2 has the largest fuzzy measure increment
before and after this anomaly, that is, the KPI increases, and
Ftr2 contributes the most to it. Therefore, this feature will be
determined as the root cause of this anomaly. To sum up, the
parameters in our model have practical meaning.
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Fig. 4. State transition example
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Fig. 5. PAFM corresponding to anomaly

2) transferability: We select two hosts in the same function
node, and use the data of the two hosts to transfer the model to
the two states through algorithm 2. Because the average KPI
value of each state is an important criterion for us to judge
anomalies. We calculate the CDF of the average KPI under
the same state of the two sets of data, as shown in figure 3,
and calculate the KL divergence of the two CDF lists through

pEJJ) _ )

DxL.(CDF||CDF,) = Zp(x)logq—x)
i=1

The final result is Dy, = 0.03, which shows that when the
resource configuration and input business models are similar,
the same state in the state space can be reused.

E. System Memoryless Verification

In the actual IT system, the system is memoryless. That
is, the system has the Markov property. We use the chi-square
test method to verify the Markov property of the above system
description method. Assuming that the state set in the system
contains p states, the element c;; in the transition matrix
represents the frequency of transition from state ¢ to state

j. According to the state transition matrix C, the marginal
probability can be obtained by (6),

= D imy Cij
Y Z;:l Cij

Then, given the significance level oo = 0.05, the statistic X2 =
23001 25 cijllog | satisfies the limit distribution with a
chi-square distribution with degrees of freedom (p — 1)2. If
x% > x2((p — 1)?) is satisfied, the state transition process of
the system can be regarded as having Markov property. We
use the built-in function of matlab to find x2((p — 1)?) as the
benchmark. We perform the above chi-square test based on
the data of function node A, and the verification results are
shown in figure 6. The horizontal axis represents the index
of the host, and the vertical axis represents the comparison
between the logarithmic calculated value and the benchmark
value. Through verification, the hosts of each function node
have Markov properties.

(6)

o]

—— Result
Benchmark

chi2 value (In())
e o

123456 7 8 910111213141516171819
host

Fig. 6. PAFM corresponding to anomaly

IV. EXPERIMENTS AND RESULTS
A. Analysis results of a single host

In the experimental data set, there are 19 hosts in function
node A. The time period we observed was 8:30-11:30. In
the statistics of P, the length of the observation interval is
10s. That is, there are a total of 1080 observation intervals.
The total number of features is m = 16. The definition of
hyperparameters is as follows: w; = 30 x 10s. That is, each
window contains 30 pieces of record (n = 30 in algorithm 1),
and the window sliding step size s; = 1.

Substituting the above dataset and hyperparameter settings
into the algorithm, we are able to obtain features in function
node A that reflect anomalies. The output results of our
algorithm for selecting two hosts in function node A are shown
in figure 7. The figure shows a sequence of boolean values
where True value indicates that an anomaly was found in this
time window. The analysis results of other function nodes will
be reflected in the overall analysis of function nodes, and their
anomaly sequences will not be repeated in this part.

B. Joint analysis of function nodes

In order to reveal the effect of algorithm 2, this part
integrates the analysis results of function node A, function
node B, C, D software calling data and function node B, C, D
hardware monitoring data. We define r; as the ratio sequence
of hosts in a normal state and r; reflects the health state of
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Fig. 7. Experimental results of host of node A

the function node. In order to analyze the correlation between
the health status of each function node and the overall health
status of the system, we use equation (7) to calculate the cross-
correlation sequence between r4 sequence of function node
A and 7., sequences of other function nodes respectively.
Figure 8 shows the calculation results of the cross-correlation
sequence. It can be seen that the hardware monitoring score
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E 0.8 Corr(B_hard,A)
% —— Corr(C_soft,A)
‘g 0.6 —— Corr(C_hard,A)
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§ 0.2
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Time Window

1000

Fig. 8. PAFM corresponding to anomaly

sequence and software calling score sequence of function
node B are strongly correlated with the overall score health
sequence of the system. Therefore, we can conclude that
the overall health of the system is greatly affected by the
function node B (software, hardware), and the anomaly of the
system can be prioritized for troubleshooting from the function
node B. Combined with the characteristics of the financial
securities business, UTC+8 9:00-10:00 is the opening time of
the Chinese stock market, and a large number of users will
send buying, selling or querying requests at this time. The
above analysis results reflect the impact on the system of the
function node B that undertakes user services during this time
period.

n—1
R[i] = ralilromli +1] @)

j=0

V. CONCLUSION

In this paper, we propose a Markov state-space model
for complex high-dimensional data systems based on fuzzy
integrals. Based on this model, we solved the problem of
anomaly detection and root cause location of the back-end data

the analysis granularity reflects the correlation between the
upper-level modules. In actual operation scenarios, our analy-
sis results predict the performance bottlenecks of the system
during operation and improve the efficiency of troubleshooting
when anomalies occur.
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